§2400.26

been made by agency heads or des-
ignated officials and provided that such
access is essential to the accomplish-
ment of lawful and authorized Govern-
ment purposes. A personnel security
clearance is an indication that the
trustworthiness decision has been
made. Procedures shall be established
by the head of each office to prevent
access to classified information before
a personnel security clearance has been
granted. The number of people cleared
and granted access to classified infor-
mation shall be maintained at the min-
imum number that is consistent with
operational requirements and needs.
No one has a right to have access to
classified information solely by virtue
of rank or position. The final respon-
sibility for determinating whether an
individual’s official duties require pos-
session of or access to any element or
item of classified information, and
whether the individual has been grant-
ed the appropriate security clearance
by proper authority, rests with the in-
dividual who has authorized possession,
knowledge, or control of the informa-
tion and not with the prospective re-
cipient. These principles are equally
applicable if the prospective recipient
is an organizational entity, other Fed-
eral agencies, contractors, foreign gov-
ernments, and others.

(b) When access to a specific classi-
fication category is no longer required
for the performance of an individual’s
assigned duties, the security clearance
will be administratively adjusted,
without prejudice to the individual, to
the classification category, if any, re-
quired.

(c) The Director, Office of Science
and Technology Policy may create spe-
cial access programs to control access,
distribution, and protection of particu-
larly sensitive information classified
pursuant to Executive Order 12356 or
predecessor orders if:

(1) Normal management and safe-
guarding procedures do not limit ac-
cess sufficiently;

(2) The number of persons with access
is limited to the minimum necessary
to meet the objective of providing
extra protection for the information;
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(3) The special access program is es-
tablished in writing; and

(4) A system of accounting for the
program is established and maintained.

§2400.26 Access by historical research-
ers and former Presidential ap-
pointees.

(a) The requirement in Section 4.1(a)
of Executive Order 12356 that access to
classified information may be granted
only as is essential to the accomplish-
ment of authorized and lawful Govern-
ment purposes may be waived as pro-
vided in paragraph (b) of this section
for persons who:

(1) Are engaged in historical research
projects, or

(2) Previously have occupied policy-
making positions to which they were
appointed by the President.

(b) Waivers under paragraph (a) of
this section may be granted only if the
Director, Office of Science and Tech-
nology Policy:

(1) Determines in writing that access
is consistent with the interest of na-
tional security;

(2) Takes appropriate steps to protect
classified information from unauthor-
ized disclosure or compromise, and en-
sures that the information is safe-
guarded in a manner consistent with
Executive Order 12356;

(3) Limits the access granted to
former presidential appointees to items
that the person originated, reviewed,
signed, or received while serving as a
presidential appointee; and

(4) Has received a written agreement
from the researcher or former presi-
dential appointee that his notes can be
reviewed by OSTP for a determination
that no classified material is contained
therein.

§2400.27 Storage of classification in-
formation.

Whenever classified information is
not under the personal control and ob-
servation of an authorized person, it
will be guarded or stored in a locked
security container approved for the
storage and protection of the appro-
priate level of classified information as
prescribed in §2001.43 of Directive No. 1.

506



